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Abstract

This white paper is one of a series about Microsoft® Operations Framework (MOF). For a complete list of these publications, please see the MOF Web site at http://www.microsoft.com/business/services/mcsmof.asp.

This white paper describes the MOF process model, one of the three “core” defining models of MOF. (The others are the MOF team and risk models.) Anyone reading this paper already should have read the “Microsoft Operations Framework Executive Overview” white paper, which contains important background information for this topic.  

About This Document

Updates to Version 2.0

This version of the “Process Model for Operations” white paper has been substantially updated from the original (published in February 2000) to include the following key changes: 

· Aligned with version 2 of the IT Infrastructure Library (ITIL).

· Updated to show life cycle stages as quadrants of concurrent activity, each with a unique mission of service.

· Added “release approved” to the process model and removed the implementation review. (Note: The implementation review still exists within release management.)

· Aligned with version 2.0 of the MOF “Team Model for Operations” white paper.

· Aligned with version 1.0 of the MOF “Risk Model for Operations” white paper.

· Updated alignment with Microsoft Solutions Framework.

· Improved definitions of each service management function.

· Added key terms section.

Key Terms

To discuss the process model in more detail, it helps to establish some specialized terminology, much of which is based on the existing ITIL terminology:
· Service solutions. The capabilities that IT provides to the company. Examples include messaging, line-of-business applications, data storage, and printing.

· Release. A group of changes that the operations team introduces as a unit into the production environment. Each release has its own life cycle, and the end of one release typically marks the beginning of the next release.

· IT service management. The concept of applying a structured set of processes to ensure the quality of mission-critical IT services to meet levels of services agreed to with the customer. 
Service management functions (SMFs). Twenty-one processes that are common to most service solutions, and that happen during each release. Examples include capacity management, change management, service desk, and security management. Each SMF provides consistent policies, procedures, standards, and best practices that can be applied across the entire suite of service solutions found in today’s IT environments.

· Mission of service. SMFs fall into four categories, each defined by a mission of service. For example, the change management, configuration management, and release management SMFs support the mission of service of “identify, approve, control, and release changes into the IT environment.”

· Quadrants. The shorthand name for the SMFs that share a mission of service: changing, operating, supporting, and optimizing. Each quadrant contains several SMFs. 

· Reviews. Each quadrant ends with a review during which the team evaluates the effectiveness of that quadrant’s SMFs. 

Introduction

MOF and Enterprise Services

Microsoft Operations Framework is a collection of best practices, principles, and models. It provides comprehensive technical guidance for achieving mission-critical production system reliability, availability, supportability, and manageability for solutions and services built on Microsoft’s products and technologies.

MOF is one of the three frameworks that form the Microsoft® Enterprise Services (ES) frameworks. Each ES framework targets a different, but integral, phase in the information technology (IT) life cycle. Each framework provides useful and detailed information on the people, processes, and technologies required to successfully execute within its respective area. The other two ES frameworks are Microsoft® Readiness Framework (MRF) and Microsoft® Solutions Framework (MSF).  

A notable area within the IT life cycle that is not covered by a dedicated Enterprise Services framework is the upfront planning phase that results in a comprehensive business and IT alignment strategy. Microsoft offers select service offerings to aid in this area but has elected at this time to not create an entire services framework.  

The following diagram depicts how each of the frameworks fits into Enterprise Services.    
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Enterprise Services frameworks and the IT life cycle

Planning

Microsoft Business Value Services provides the tools necessary to assess and plan the IT infrastructure, prioritize projects, and make a compelling business case for undertaking an IT project. These tools are in the form of courseware, white papers, templates, and guides.

Preparing

Microsoft Readiness Framework helps IT organizations develop individual and organizational readiness to use Microsoft products and technologies. This guidance includes assessment and readiness planning tools, learning roadmaps, readiness-related white papers, self-paced training, courses, certification exams, and readiness events.

Building and Deploying

Microsoft Solutions Framework provides guidance in the planning, building, and deploying phases of the project life cycle. This guidance is in the form of white papers, deployment guides, case studies, tools, templates, and courseware in the areas of enterprise architecture, application development, component design, and infrastructure deployment.

Operating

Microsoft Operations Framework includes a comprehensive suite of operational guidance in the form of white papers, operations guides, assessment tools, operations kits, best practices, case studies, and support tools that address the people, process, and technologies for effectively managing production systems within today’s complex distributed IT environment. 

Service Solutions and IT Service Management

Overview
Two important concepts are key to understanding how the MOF process model supports IT operations. These two concepts are service solutions and IT service management. 

Service solutions are the capabilities, or business functions, that IT provides to its customers and users. Some examples of service solutions are:

· Line-of-business (LOB) applications

· Messaging 

· Knowledge management 

· E-commerce 

· Print services 

· Information publishing 

· Data storage 

· Archiving 

· Network support 

With recent trends in application hosting, outsourcing, and Web services such as Microsoft’s .NET initiative, the guidance that MOF provides strongly supports the concept of providing software as a service solution.

IT service management consists of the functions required to maintain a given service solution. Examples of IT service management functions (SMFs) include: 

· Configuration management 

· Change management

· Storage management

· Network administration

· Service desk 

· Problem management 

· Availability management

· Capacity management 

MOF embraces the concept of IT operations providing business-focused service solutions through the use of well-defined service management functions. These SMFs provide consistent policies, procedures, standards, and best practices that can be applied across the entire suite of service solutions found in today’s IT environments.

MOF and ITIL

MOF recognizes that current industry best practice for IT service management has been well documented within the Central Computer and Telecommunications Agency’s (CCTA) IT Infrastructure Library. 

The CCTA is a United Kingdom government executive agency chartered with development of best practice advice and guidance on the use of information technology in service management and operations. To accomplish this, the CCTA charters projects with leading IT companies from around the world to document and validate best practices in the disciplines of IT service management. 

MOF combines these collaborative industry best practices with specific guidelines for running on the Microsoft platform in a variety of business scenarios. MOF extends the ITIL code of practice to support distributed IT environments and current industry directions such as application hosting, mobile-device computing, and Web-based transactional and e-commerce systems.

The MOF Process Model

A Simplified Approach

Defining any high-level process model requires a compromise that balances simplicity and understanding with scientific accuracy. IT operations is a complex set of dynamics that is extremely difficult to define and capture with a high degree of accuracy. With so many processes, procedures, and communications happening simultaneously across a diverse set of systems, applications, and platforms, it is virtually impossible to model exactly. In fact, it is likely that a fully detailed model is inappropriate and cost prohibitive for most enterprises to attempt. 

As a result, MOF’s approach is to simplify this complex set of dynamics into a framework that is easy to understand and whose principles and practices are easy to incorporate and apply. The power of this simplified approach will enable the operations staff of an enterprise of any size, regardless of maturity level, to realize tangible benefits to the existing, or proposed, operations.

The MOF process model supports the successful provision of IT services by addressing four key principles. They are: 

· Structured architecture. The process model is built upon an architecture that inherently provides a higher-level order for all the operational activities that must be addressed in mission-critical computing. This architecture provides the structure for process integration, life cycle management, mapping of roles and responsibilities, and overall management command and control. It also provides the underlying foundation for process automation and technology-specific operations.

· Rapid life cycle, iterative improvement. The rate of change for IT operations continues to accelerate. This demand for change is in direct response to the needs of business to adapt and innovate to stay competitive. As a result, MOF has incorporated the concept of an iterative life cycle that supports both the ability to incorporate change quickly and to continuously assess and improve the overall operations environment. Recognizing that operations does not follow a sequential set of phases like the typical IT development project, the MOF process model categorizes key operational activities into quadrants that make up the spiral life cycle.    

Review-driven management. Within operations are several methods and techniques used to aid management in controlling the many aspects of the operations environment. MOF recommends and describes many of these methods within the details of its service management functions. However, these methods and techniques alone are insufficient in getting the most out of the IT investment. MOF instantiates higher-level management reviews at key points in the life cycle. These reviews provide the ability to evaluate performance for release-based activities as well as steady state, or daily operational activities.  

· Embedded risk management. Implementing IT service management functions could be seen as a form of risk management. Service management is about implementing functions that abate risk, which could result in service outages. However, this provides too narrow a view of risk and how it needs to be managed. IT operations today is more important and more complex, and failures in operations are more visible to the worldwide customers and users of IT. This means risk management in operations is crucial to ensure that operations does not fail the business. 
There are four sources of risk to operations: people, process, technology, and external (such as floods or earthquakes). These sources of risk result in four modes of failure to operations: high cost, responsiveness (inability to change and adapt as per business needs), performance, and security. 

Guidance for operations risk management is provided in the “Risk Model for Operations” white paper. The paper advocates two core principles for operations risk management:

a. Risk management should be proactive.

b. Risk management should be embedded in all operations processes and all operations team roles.

The risk model white paper also provides a repeatable and structured five-step process for risk management: identify, analyze, plan, track, and control. It offers examples of risks that each team role deals with. For additional information on the MOF risk model, see the MOF Web site listed in the reference section of this paper.

The Four MOF Quadrants

With the understanding of these key principles, the MOF process model consists of four highly integrated quadrants of operational activity. They are:

· Changing

· Operating

· Supporting

· Optimizing

Each of the quadrants has a unique mission of service that is accomplished via the implementation and execution of underlying operational processes and activities called service management functions. For example, in the changing quadrant, the underlying SMFs are change management, configuration management, and release management. Together, these functions support the changing quadrant’s mission of service, which is to effectively identify, approve, control, and release changes to the IT environment. 

MOF consistently applies this important concept of integrated quadrants of operational activity, supported by underlying service management functions, throughout all four MOF quadrants. This will be explained in more detail later in this paper. 

Placing the MOF quadrants into logical order and applying the concept of iteration forms a spiral life cycle that can be applied to a specific application, a data center, or an entire operations environment with multiple data centers, including outsourced operations and hosted applications. 

Finally, by incorporating specifically tailored management reviews into the model to assess the operational effectiveness of each quadrant, including their underlying service management functions, the MOF process model is complete. The management reviews are:

· Release readiness review

· Operations review

· Service level agreement (SLA) review

· Release approved review

The following diagram illustrates the MOF process model and the relationship of the life cycle quadrants with their respective operational reviews.
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The MOF process model

Types of Management Reviews 

The process model incorporates two types of management reviews—release based and time based. Two of the four reviews—release readiness and release approved—are release based and occur at the initiation and final installation of a release into the target environment, respectively. The remaining two reviews—operations and service level agreement—occur at regular intervals to assess the internal operations as well as performance against customer service levels.  

The reason for this mix of review types within the process model is to support two concepts necessary in a successful IT operations environment: 

· The need to manage the introduction of change through the use of managed releases. Managed releases allow for a clear packaging of change that can then be identified, approved, tracked, tested, implemented, and operated. 

· The need to continually assess and adapt the operational procedures, processes, tools, and people required to deliver the specific service solutions. The time-based reviews accomplish this.   

Finally, the most intuitive way to think about the model is to picture an approved change or release that is ready to be deployed into the target environment. The release readiness review assesses the overall operational readiness of the environment and the release follows the model clockwise through the life cycle. As the release moves into the target environment it becomes operational, support activities begin immediately upon going live, and the optimizing activities occur over time to ensure the service solution maintains service levels while managing costs effectively. This will be explained in greater detail in later sections of this paper.

The following table summarizes the mission of service and the management reviews for each of the four quadrants. 

	Quadrant
	 Mission of Service 
	 Review

	Changing
	Introduce new service solutions, technologies, systems, applications, hardware, and processes 
	Release readiness 

	Operating
	Execute day-to-day tasks effectively and efficiently
	Operations 

	Supporting
	Resolve incidents, problems, and inquiries quickly
	Service level agreement 

	Optimizing
	Drive changes to optimize cost, performance, capacity, and availability in the delivery of IT services
	Release approved 


The MOF process model promotes a high level of availability, reliability, and manageability. For this reason, IT managers will find the MOF process model useful in the following environments:

· Production
· Production certification
· User acceptance
· Prerelease or staging
· Integration or system test

MOF Service Management Functions 

As noted earlier, service management functions are the underlying processes and activities within each MOF quadrant that support the mission of service for that quadrant. These SMFs are at the core of the MOF process model. Although all of the MOF SMFs are cross functional (and cross quadrant) in nature, each SMF is assigned a home quadrant by aligning the functions performed with the mission of service for that quadrant. This natural alignment allows the IT manager to intuitively see all the key SMFs required in each MOF quadrant to effectively run the operations environment.

The following diagram depicts the SMF alignment with each MOF quadrant in the process model.
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MOF and IT service management functions

Many of the MOF SMFs shown in this diagram are based upon the CCTA’s IT Infrastructure Library. The notable exceptions are the functions found within the operating quadrant as well as the workforce management SMF in the optimizing quadrant. Because the ITIL is platform independent, it does not cover these items within its library. 

As a result, the operating quadrant is where MOF will provide the majority of the operation’s guidance specific to Microsoft products and technologies. In addition, due to the focus applied to IT operations by Microsoft, many products are now incorporating features and functions directly targeted at making them more supportable, reliable, and manageable. Where applicable, MOF is extending the foundational IT SMFs of the ITIL with specific references to Microsoft products and features that either automate or improve the delivery of the SMF.  

Finally, note that these IT service management functions are foundational-level best practices and will require customization if they are to address unique or specific requirements of any given operations environment or specific implementation. They will guide the operations team on what items to consider when deploying a given SMF, and will provide a solid example for doing so. However, they will not instruct the operations team in how to implement on a step-by-step basis. Therefore, the following key aspects must be evaluated when considering the deployment of any IT service management function:

· Business need and benefits

· Cost 

· Risk tolerance 

· Corporate culture

· Organizational maturity

Describing the Process Model 

This section provides a more extensive explanation of the four quadrants of the MOF process model and how they are linked via the spiral life cycle. This explanation will begin by assuming a change, or release, has been approved and developed and is ready for deployment into a production environment. There are many points in the IT life cycle that could conceptually begin this explanation, but it is generally more intuitive to start here.

What Is a Release?

A release is any change, or group of changes, that must be incorporated into a managed IT environment. These changes are not handled separately, but rather as a packaged release that can be tracked, installed, tested, verified, and/or uninstalled as a single, logical release. Under this definition, a release is any of the following:  

· A new or updated LOB system

· A new or updated Web site including content propagation

· New hardware (server, network, client, and so on)

· New or updated operations processes or procedures

· Changes in communication processes and/or team structures 

· New infrastructure software

· Physical change in the building, environment, and so on

This broad definition of release supports the fundamental principle of managing changes in people, process, and technology in the provision of service solutions.

Changing 

Release approved is the management review in which changes are evaluated for cost and benefits and in turn become the catalyst for the changing quadrant to begin executing on the approved change. The release readiness review determines if the release is ready to go “live” and become fully operational in the target environment. This review should not be the first time the release is evaluated in this manner but rather a final review prior to going live. The evaluation criteria should include: 

· The readiness of the release itself. 

· The physical environment. 

· The preparedness of the operations staff and processes. 

· The installation and cutover plan. 

· The contingency plan. 

· Potential impacts on other systems.

Following a successful release readiness review, the release becomes fully functional in the target environment through the use of the underlying SMFs for this quadrant. These SMFs will help to ensure a successful deployment and rollout for managed releases. The performance of the release deployment following the readiness review is evaluated through a postmortem as part of the release management SMF. The postmortem should be conducted within one to four weeks of a release going live. 

Operating 

Assuming a successful deployment, the release is now operational and the daily activities to run the system or application are being executed according to the operations guide for the system. These activities ensure the smooth operation of the release. Examples of these day-to-day activities include: 

· System administration 

· Account maintenance 

· Service monitoring

· Job scheduling 

· Backup procedures 

The operations review for this quadrant is a periodic review of the detailed operations activities with two simple goals in mind: operational efficiency and corporate knowledge retention. The operations review is an inwardly focused review that focuses its evaluation on the IT staff and its ability to effectively and efficiently execute the activities necessary to maintain a given service. This includes process and procedural assessments as well as personnel skills and competency levels. 

It is crucial that, as the operations staff gains experience with a process, system, or application, the staff documents this experience and retains it in the corporate “knowledge base.” With staff attrition rates and skill-set shortages, this knowledge base will position the operations group to provide consistent service levels to its customers. 

Supporting 

The supporting quadrant houses the key SMFs required to support users of the IT service solutions. As with any process, system, application, or service, problems and issues will arise when operation begins. The support and operations staff must identify, assign, and resolve problems quickly to meet the requirements set forth in the service level agreements. The underlying SMFs in this quadrant include an integrated set of reactive and proactive resolution functions, which include service desk, incident management, and problem management.    

The SLA review is another periodic review that is used to assess the performance of the operations and support staff in meeting service level requirements. This review should include customers and users along with the appropriate representatives from the support and operations team. 

The review should evaluate performance against all service level requirements to determine which ones have been satisfied and which ones have not. The staff then takes corrective action to address those areas that fail to meet the requirements and/or negotiates changes in the service levels required. In addition, the incident management and problem resolution processes result in important learning about the supported system. This learning drives changes to specific operational processes, tools, and procedures as needed.  

Optimizing 

MOF recognizes that running IT operations successfully is a prerequisite to achieving business success in the competitive marketplace. The optimizing quadrant specifically addresses this truth by focusing on two fundamental elements of operations: 

· Business-focused service level management 

· Cost

As noted earlier, the mission of service for this quadrant is to reduce costs while maintaining or improving service levels. This is accomplished through the management and negotiation of service levels and the evaluation of several key operational metrics in the managed environment. These will include items such as capacity, throughput, response times, saturation levels, availability, cost, revenue, and so on. With a thorough evaluation and subsequent understanding of these operational attributes, the IT staff moves from simply “running” a system to proactively managing a service solution.  

To achieve this, the SMFs within this quadrant focus on evaluation of existing operations and forecasts of future activity. As a result, these SMFs are slightly different than those of the three preceding quadrants. The key difference is the focus on mid-range planning and management versus daily execution. Mid-range in this case is defined as a one- to six-month planning horizon, with most activities occurring in the two- to four-month range. There are certainly connections to the daily activities but they are secondary in priority. ITIL categorizes the SMFs in the optimizing quadrant as tactical activities whereas the SMFs across the other quadrants are classified as operational.

The primary outcome of every SMF in this quadrant is to identify, define, and ultimately gain approval for changes in the form of new releases and/or retirement of certain services that in turn drive development work to improve operations. Release approved is the management review in which these changes are evaluated for cost and benefits and in turn become the catalyst for the changing quadrant to begin executing on the approved change. This closes the loop with the other MOF quadrants and the life cycle begins again.

In Summary 

Microsoft Operations Framework with its iterative life cycle and service management functions provides a structure for the continuous assessment of all aspects of IT operations. It provides a mechanism for the rapid identification and incorporation of required changes to provide highly reliable and cost-effective services and solutions. 

Quality of Service

Balancing Quality and Cost

Simply stated, the goal of any IT operations group is to provide a high quality of service at a reasonable cost. Quality of service is not an absolute and will vary by the service solution being provided. Analysis and common sense must be applied in determining the quality of service requirements (and metrics) and the cost structure required to provide it. Generally, the higher the quality of service, the higher the cost to provide it. 

The service level management (SLM) function, which is discussed later in this white paper, is the key mechanism for defining and documenting the requirements, and metrics, for evaluating quality of service. The initial cost structure required to provide this should have been documented at the beginning of the project and will form the basis for measuring this quality of service.  

The optimizing quadrant of MOF provides the means to continually assess the quality of service actually being delivered and at what ongoing cost. This will give the IT senior management staff the information required to assess both its organization’s performance and line item costs to the enterprise. This will not, however, assess the value of the service solution to the bottom line of the business. Additional business analysis will be required to accomplish this determination, but the accounting for cost and quality of service is key input to this process.

Defining the MOF Quadrants  

Overview

The following sections describe each of the MOF quadrants in more detail. This includes the quadrant definition, goals, key activities, and a description of the management review that supports each quadrant. This section also describes the service management functions, which support each quadrant. The format for each section is as follows: 

2. Quadrant definition

3. Quadrant goals and objectives

4. Quadrant management review description

5. List of service management functions 

6. Descriptions of service management functions 

In the interest of brevity, only high-level descriptions of the SMFs are provided here. For a full definition of these SMFs, please see the appropriate publication listed in the reference section of this paper. 

Changing

The changing quadrant includes the processes and procedures required to identify, review, approve, and incorporate change into a managed IT environment. Change includes hard and soft assets as well as specific process and procedural changes. 

The objective of the change process is to introduce new technologies, systems, applications, hardware, tools, and processes, as well as changes in roles and responsibilities, into the IT environment quickly and with minimal disruption to service.

A fundamental principle of the changing quadrant is recognizing that the ability to change and adapt the operations environment is a key, sustainable business advantage for most enterprises. It is vitally important that the operations staff embrace and control change. Change management should be part of the entire project life cycle, not just part of steady-state operations. In many cases, change management processes have been maligned with red tape and bureaucratic committees. MOF recommends that the degree of scrutiny and rigor applied to change evaluation and adoption should be commensurate with the cost and risk associated with the change.

Release Readiness Review

The release readiness review is the final management approval step prior to going live with an approved release. The underlying process that supports this review is a key integration point between MSF and MOF. Through this process, key attributes of a given release are assessed against standards, policies, and quality metrics as well as certain readiness factors. Readiness factors include items such as implementation plans, communication plans, staffing, process definitions, and documentation. 

The goal of release readiness is to confirm, or in some cases certify, that a release is ready for production and that the operations staff is prepared to install, operate, and support it. Based on this assessment, the release is deemed ready for release to the target environment (or production), or deficiencies are listed that need to be addressed prior to going live. For more information on the release readiness review, please refer to the resources at the end of this paper.

The SMFs

Three service management functions are primary in supporting this MOF quadrant. These are:

· Change management

· Configuration management

· Release management 

MOF bases these SMFs on the CCTA ITIL and extends them to include Microsoft-specific practices and additional industry best practices. The following sections describe these SMFs in more detail. 

Change Management

The change management SMF is responsible for managing change in an IT environment. A key goal of the change management process is to ensure that all parties affected by a given change are aware of and understand the impact of the impending change. Since most systems are heavily interrelated, any changes made in one part of a system may have profound impacts on another. Change management attempts to identify all affected systems and processes before the change is implemented in order to mitigate or eliminate any adverse effects. Typically, the “target” or managed environment is the “live” production environment, but it should also include key integration, testing, and staging environments. 

The categories of assets that should be placed under change control are broad and include, but are not be limited to, hardware, communications equipment and software, system software, applications software, processes, procedures, roles, responsibilities, and documentation that are relevant to the running, support, and maintenance of systems in the managed environment. In other words, any asset that exists in the environment and is necessary for meeting the service level requirements of the solution should be placed under change control.  

Key characteristics of the change management SMF include:

· Change controls. Change controls should be commensurate with complexity, cost, risk, and impact. As appropriate, changes should be managed along a spectrum of control points ranging from automated approval to full project level reviews for implementation approval.

· Requests for change (RFC). Change requests are formalized with descriptions of the change, components affected, business need, cost estimates, risk assessment, resource requirements, and approval status.

· Change advisory board (CAB). The CAB is a cross-functional group set up to evaluate change requests for business need, priority, cost/benefit, and potential impacts to other systems or processes. Typically the CAB will make recommendations for implementation, further analysis, deferment, or cancellation.

Change management must provide a mechanism for performing urgent changes when necessary. This mechanism should be used minimally.

Change management is tightly coupled with configuration and release management (see diagram below). In fact, it is very difficult to implement a change control SMF without some level of both configuration and release management.
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Change, configuration, and release management relationship

Configuration Management

The configuration management SMF is responsible for the identification, recording, tracking, and reporting of key IT components or assets called configuration items (CIs). The information captured and tracked will depend upon the specific CI, but will often include a description of the CI, the version, constituent components, relationships to other CIs, location/assignment, and current status. 

The items that should be included as CIs are typically the same as those listed in the change management SMF and include hardware, system software, application software, and so on. The information contained about the CIs should be held in a single logical data repository. This repository will often be a relational database with associated support tools at the enterprise IT level, but for smaller organizations a spreadsheet may suffice. 

The CI data repository is referred to as the configuration management database (CMDB) and, whenever possible, this database should be self-maintaining, with automated updates to CIs. Master copies of software products used for system installations, standard server, and desktop builds should be kept in a definitive software library (DSL), which is referenced in the CMDB. The DSL is the location for released software components available for use across the organization and is managed within the release management SMF. 

Configuration management is often confused with asset management. Asset management is an accountancy process that includes depreciation and cost accounting. Asset management systems typically maintain information on assets above a certain value, their business unit, purchase date, supplier, and location. The relationship to other assets is not usually recorded and the information is primarily used to track the whereabouts of expensive equipment. Many organizations start with asset management and then move on to configuration management. 

The basic activities of configuration management are: 

· Configuration management planning. Planning and defining the scope, objectives, policies, procedures, organizational, and technical context for configuration management.

· Configuration identification. Selecting and identifying the configuration structures for all the infrastructure’s configuration items, their “owner,” their interrelationships, and configuration documentation. It includes allocating identifiers for configuration items and their versions. 

· Configuration control. Concerned with ensuring that only authorized and identifiable configuration items are accepted and recorded from receipt to disposal. It ensures that no CI is added, modified, replaced, or removed without appropriate controlling documentation, such as an approved change request, or updated specification. 

· Configuration status accounting. The reporting of all current and historical data concerned with each CI throughout its life cycle. It enables change to configuration items, and makes their records traceable, for example by enabling the tracking of the status of a CI through such states as development, test, live, and withdrawn.

· Configuration verification and audit. A series of reviews and audits that verify the physical existence of configuration items and check that they are correctly recorded in the configuration management system.

Release Management

The focus of release management is to facilitate the introduction of software and hardware releases into managed IT environments. Typically this includes the live production environment and the managed preproduction environments. Release management is the coordination point between the release development/project team and the operations groups responsible for running the release in production. 

With the complexity of today’s distributed IT environments, the oversight role of release management is critical in the successful deployment of releases that often involve multiple service providers, operations centers, and user groups. Good resource planning and management are essential to packaging and distributing a release successfully to the customer. Release management takes a holistic view of a change to an IT service and should ensure that all aspects of a release are considered together, both technical and non-technical.

Release management works closely with the change and configuration management processes to ensure that the shared CMDB is kept up to date on the changes implemented by new releases, and the software content of those releases is stored in the DSL. Hardware specifications, assembly instructions, and network configurations are also stored in the DSL/CMDB.

The basic activities of release management are:

· Implementing new software and hardware into the operational environment using the controlling processes of configuration and change management. A release should be under change control and may consist of any combination of hardware, software, firmware, and document configuration items.

· Maintaining the DSL.

· Building and managing the release rollout plan.

· Communicating and working as part of the development team during the plan and build phases of the project.

· Communicating and managing expectations across the operations teams and with the customer during the planning and rollout of new releases.

· Designing and implementing efficient procedures for the distribution and installation of large-scale changes to IT systems.

· Creating and managing the release backout plan.

Operating 

The operating quadrant includes the IT operating standards, processes, and procedures that are applied regularly to service solutions to achieve and maintain service levels within predetermined parameters. The goal of the operating quadrant is highly predictable execution of day-to-day tasks, both manual and automated. 

In order to successfully perform the underlying service management functions within this quadrant, the operations staff must ensure that specific technical guidance exists about a given service solution. Operations guides are the primary means for providing this guidance. They include the tasks and step-by-step procedures necessary to ensure the service solution is available and performs to stated requirements. They also reference standard service management functions and any required adaptation to these functions.

Operations Review

The operations review is the management review within the operating quadrant. The primary goal of the operations review is to assess the effectiveness of internal operating processes and procedures and make improvements as appropriate. This evaluation is focused on internal processes and procedures utilized to meet service level requirements and in turn how those activities can be improved. The information ascertained in this review may be used in the SLA review discussed in later sections. These improvements should go through the change management SMF described earlier.

A secondary goal of the operations review is to validate that the operations staff has documented day-to-day activities and tasks in a corporate knowledge base. This ensures that the key operational knowledge remains current and accessible to all members of the operations staff. For more information on the operations review, please refer to the resources in the reference section of this paper.

The SMFs

Eight service management functions are primary in supporting this MOF quadrant. These are:

· Systems administration

· Security administration

· Directory services administration

· Network administration

· Service monitoring and control

· Storage management

· Print and output management

· Job scheduling

[image: image8.wmf]Incident Mgmt.

Incident Mgmt.

Problem Mgmt.

Problem Mgmt.

Change Mgmt.

Change Mgmt.

Incident

Incident

Incident

Incident

Incident

Problem

Known Error

Change

CI at 

Fault

RFC

The following diagram depicts a simplified SMF hierarchy for the operating quadrant. As shown, system administration is the overarching SMF that provides guidance for performing each of the remaining SMFs in concert to properly operate a service solution. Security administration enables the security context in which all of the SMF procedures are carried out. Service monitoring and control monitors all of the foundational SMFs (job scheduling, network administration, directory services administration, print and output management, and storage management) to ensure that they are operating correctly. 
Operating quadrant SMF hierarchy

The implementation of these SMFs will vary depending on the type of service solution being provided. However, the following sections provide a brief overview of each of these service management functions. The MOF service management function catalog provides more in-depth descriptions of these functions.

Systems Administration

Systems administration is responsible for keeping the enterprise systems running. Systems administration administers the whole distributed processing environment. It coordinates the activities of the other SMFs. It also ensures that the SMFs are performed in the location and by the persons that make the most sense from a business perspective.   

The systems administration service management function focuses on the following day-to-day tasks associated with maintaining an enterprise system:

· Ensuring that the following SMFs are performed:

· Job scheduling

· Network administration

· Directory services administration 

· Print and output management

· Service monitoring and control

· Storage management

· Ensuring that security is not compromised, especially in a delegated or remote administration model.

· Delegated/hierarchical administration

· Remote services administration

Security Administration

Security administration is responsible for maintaining a safe computing environment. Security is an important part of the infrastructure of the enterprise. An information system with a weak security foundation will eventually experience a security breach.

Security can be divided into six basic requirements, or tenets, that help ensure data confidentiality, integrity, and availability. The six security tenets are:

· Identification. This deals with user names and how users identify themselves to the system.

· Authentication. This deals with passwords, smart cards, biometrics, and so on. Authentication is how users prove to the system that they are who they claim to be.

· Access control (also called authorization). This deals with access and the privileges granted to users so that they may perform certain functions on the system.

· Confidentiality. This deals with encryption. Confidentiality mechanisms ensure that only authorized people can see data stored on or traveling across the network.

· Integrity. This deals with checksums and digital signatures. Integrity mechanisms ensure that data is not garbled, lost, or changed when traveling across the network.

· Nonrepudiation. This also deals with digital signatures. Nonrepudiation is a means of providing proof of data transmission or receipt, such that occurrence of a transaction cannot later be denied.

The primary goals of security administration are to ensure:

· Data confidentiality. No one should be able to view an organization’s data without authorization.

· Data integrity. All authorized users should feel confident that the data presented to them is accurate and not improperly modified.

· Data availability. Authorized users should be able to access the data they need, when they need it.

· Intrusion auditing. Audit logs may give the only indication that a security breach has occurred, and may pinpoint the location and the perpetrator of the breach.

· System safety. The implementation of the foundational SMFs must not compromise the overall security of the enterprise. Security of the system must be maintained despite the system administration model chosen.

Directory Services Administration

Directory services allow users and applications to find network resources such as users, servers, applications, tools, services, and other information over the network. Directory services administration deals with the day-to-day operations, maintenance, and support of the enterprise directory. The goal of directory services administration is to ensure that information is accessible through the network by any authorized requester via a simple and organized process.

Directory services administration addresses:

· Directory-enabled applications.

· Metadirectories.

· User, group, and resource creation and management.

· Daily support activities such as monitoring, maintaining, and troubleshooting the enterprise directory.

Network Administration

Network administration is the process of managing and running all networks within an organization. Network administration is responsible for the maintenance of the physical components that make up the organization’s network, such as servers, routers, switches, and firewalls.

Network administration is a comprehensive discipline that involves the management of people, processes and procedures, technology products and tools, and vendors and service providers. Network administration must ensure that the network operates efficiently at all times to avoid any negative impact to the operation of the enterprise. A reliable, consistent, and scalable network infrastructure that meets or exceeds operating levels (per established service level agreements) and optimizes enterprise assets is the responsibility of network administration.

Service Monitoring and Control

Service monitoring allows the operations staff to observe the health of an IT service in real time. Accurate monitoring of a system is a complicated puzzle within a distributed process environment, complicated even more by the integration of systems with partners and suppliers in automating a given company’s value chain. With this in mind, the following list is an example of system components that are typically monitored to ensure the IT service remains available:

· Process heartbeat

· Job status

· Queue status

· Server resource loads

· Response times

· Transaction status and availability

However, knowing the current health of a service or determining that a service outage may occur is of little benefit unless the operations staff has the ability to do something about it, or at the very least notify the appropriate group that a specific type of reactive or proactive action needs to occur. This is what is meant by the term “control.” When combined and implemented properly, this service management function provides the critical capability to ensure that service levels are always in a state of compliance.

Storage Management

Storage management deals with on-site and off-site data storage for the purposes of data restoration and historical archiving. The storage management team must ensure the physical security of backups and archives. The goal of storage management is to define, track, and maintain data and data resources in the production IT environment. 

“Define” refers to the following tasks:

· Developing the necessary plans for classifying, storing, restoring, and recovering data.

· Developing the appropriate policies and procedures for storing, restoring, and recovering data.

“Track” refers to the following tasks:

· Developing the appropriate procedures for monitoring storage resources (such as availability, capacity, and performance).

· Monitoring storage resources to ensure that storage resources are in a usable state, according to business requirements.

· Predicting future storage needs based on current trends.

“Maintain” refers to the following tasks:

· Submitting requests for change according to the change management process for any required changes to data and/or storage resources.

· Changing and tuning storage resources to improve availability, capacity, or performance needs (subject to the dictates of the change management process).

· Ensuring that data is stored in accordance with established data security policies.

· Taking appropriate action to meet changes to storage needs.

Storage management is concerned with the operation and maintenance aspects of storage management.  

The storage management operational process consists of two major focus areas, each of which is comprised of various activities and associated tasks: data backup, restore and recovery operations, and storage resource management.

Print and Output Management

Print and output management deals with all data that is printed or compiled into reports that are distributed to various members of the organization. The print and output management team must ensure that any sensitive printed material is properly secured. The goal of print and output management is to control data and reports output production and distribution in line with service level agreements.  

The key elements of the print and output life cycle are:

· Initiation

· Design

· Generation

· Distribution

· Receipt

· Archive

· Retention/destruction

The print and output management process encompasses these characteristics and functional areas:

· Standards and standardization (such as corporate branding, page description language, graphics, multimedia, change control, and output devices)

· Output development (such as design of documents, print application development, and print resources)

· Production printing and high-volume printing

· Distributed printing

· Central reprographics

Print on demand (such as digital prepress, color, and Internet printing)

· Mailroom (ADF) processing

· Output environment management (such as queues, spoolers, data stream transforms, and character code translation)

· Print management

· Document management

· Forms management

· Document finishing 

Job Scheduling

Job scheduling involves the continuous organization of jobs and processes into the most efficient sequence, maximizing system throughput and utilization to meet SLA requirements. Job scheduling is closely tied to service monitoring and control, and to capacity management.  

The goal of job scheduling is to ensure that:

· SLAs and user requirements are met. 

· Available capacity is used most effectively (the workload run at any given time does not exceed the acceptable capacity levels). 

Job scheduling entails defining: 

· Job schedules. The workloads are broken down into time periods (daily, weekly, monthly, annually) and jobs are scheduled for execution according to business needs, length of job, storage requirements, and associated dependencies.

· Scheduling procedures. Schedules are set up and maintained, conflicts and problems pertaining to scheduling are managed, and special needs (such as ad-hoc jobs) are accommodated.

· Batch processing. Jobs are executed according to the work schedule, run priority, and job dependencies. Batch processing procedures include:

· Job documentation

· Hardware instructions (for example, tape units, data cartridge units, and printers)

· Console operations

· Control checks

· Problem management

Supporting

The supporting quadrant includes the processes, procedures, tools, and staff required to identify, assign, diagnose, track, and resolve incidents, problems and requests within the approved requirements contained in the service level agreement. 

The key objective of the supporting quadrant is the timely resolution of these incidents, problems, and inquiries for end users of the IT services provided.

The SMFs within this quadrant support this objective by ensuring that both reactive and proactive functions are in place to manage service levels. The reactive functions depend on an organization’s ability to react and resolve incidents and problems quickly. The more desirable, proactive functions try to avoid any disruption in service by identifying and resolving problems before any service levels are impacted. This is done through good monitoring of the service solution against predefined thresholds, and by giving the operations staff time to react to potential problems before they manifest into service disruptions.

SLA Review

The service level agreement review is the management review that assesses the effectiveness of the IT operations group in delivery of the agreed-upon service levels contained in the approved SLA. This review focuses its assessment on the delivery of services to the customer and end users. This review is complementary to the operations review discussed earlier. Whereas the operations review focuses on internal operational efficiencies, the SLA review focuses on end-user service levels and what changes are required to address any inadequacies in these services.  

The SLA review is how MOF recommends customers, end users, and the operations staff monitor service delivery and is one method to identify changes required in service levels, system functionality, new business requirements, and/or key process changes.

In addition, the SLA review is MOF’s recommended approach to instantiating management’s oversight and review of service level delivery. As a result, this review is tightly coupled with and an integral part of the service level management function discussed in the optimizing quadrant, which is described in the following section.  

A typical SLA will contain information and requirements on:

· Service hours

· Availability

· Workload and throughput

· Priorities

· Support levels

· Responsiveness

· Restrictions

· Functionality

· Contingency

· Security

· Costs and charges

For more information on the SLA review, please refer to the resources in the reference section of this paper.

The SMFs

Three service management functions are primary in supporting this MOF quadrant. These are:

· Service desk management

· Incident management

· Problem management

MOF based these SMFs on the CCTA ITIL and extended them to include Microsoft-specific practices and additional industry best practices. The following sections describe these SMFs. 

Service Desk Management

The service desk is the key service management function of the supporting quadrant. It coordinates all activities and customer communications about incidents, problems, and inquiries related to production systems. It is the single point of contact between service providers and customers/users on a day-to-day basis. Requests come to the service desk for help on solving issues and problems across a vast array of applications, communication systems, desktop configurations, and facilities. Three key areas make up today’s modern service desk:

7. Incident management

8. Self help

9. Customer relationship management (CRM)

Incident Management

Within MOF and ITIL, the service desk and incident management are not only tightly coupled, but inseparable in order to achieve their respective goals. The service desk owns all incidents and thus must utilize the incident management process to ensure these are effectively managed. In addition, incident management ties many of the other service management functions together at the service desk to aid in both timely resolution and effective communications with the customers. The following diagram depicts this interrelationship.
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The relationship between service desk and incident management

The service desk staff accomplishes its goals through the active management of incidents. Incidents are typically defined as any event that deviates from the expected operation of a system. Such an event influences the system even though the influence may be small or even transparent to the users.

In a multitiered support model, the service desk is often referred to as tier-one support. Support escalation procedures enable the service desk to escalate incidents that require the assistance of specialized staff. However, the service desk maintains ownership of the incident and all communication with the users.  

One key aspect of the service desk with regard to incident management is the concept of integrated system monitoring. This has enabled the service desk to institute proactive steps to address certain classes of incidents before they adversely affect the customer. At a minimum, system monitoring at the service desk allows the operations staff and service desk personnel to easily share key information about a service solution at the same time. This in turn facilitates clear and accurate communication to users about current issues and the status of a given service solution.  

One note of caution: The risk of combining reactive and proactive activities at the service desk level is that the reactive activities overwhelm the staff’s ability to be proactive. Dedicating operations and other support groups to the proactive activities helps ensure this work is done, which ultimately reduces the firefighting mode of the service desk.

In order to restore a given disruption in service, the typical service desk focuses on the identification, attribute definition, and the initial diagnosis of the incident. The goal is to restore service, while capturing enough information about the incident for root-cause analysis and ultimately to determine a permanent fix so the incident does not occur again. It should be noted that problem management is a separate SMF within this quadrant that performs the actual incident correlation, root cause analysis, and known error definition.  

Self-Help

In order to provide cost-effective support and quick access to required information, service desks are integrating self-help functions, both for services support as well as general company information on policies and procedures. Properly constructed service desks provide a scalable model for this support by reducing the direct “touch” aspects of traditional help desks. “Scalable” knowledge base systems allow users of varying skill levels and proficiencies to answer their specific issues and questions, leaving the service desk personnel to deal with end users who require direct interaction.  

Customer Relationship Management

Because the service desk has become the primary contact for the end-user community, many disciplines of CRM are being incorporated in the service desk. Not only does the service desk own incident management and self-help support, it has an increasing communication role in change requests, security alerts, automated downloads, release status, facility updates, maintenance outages, employee portal for corporate services, and so on. This is driving the need for IT to apply the same CRM practices to its user base (internal and external) as end customers are receiving from the enterprise. This includes items such as user and group profiles, services consumed, cross-group dependencies, historical incident profiles, awareness campaigns, and so on. IT account managers are also increasingly needed to ensure proper planning and communication occurs across the various business units within the enterprise.  

In summary, the key responsibilities of the service desk include:

· Call center operations

· Electronic incident submission and management

· Incident classification, logging, assignment, initial diagnosis, prioritization, and escalation

· Incident status and communication

· Service desk reporting and support statistics

· Self-help resource management 

· Customer relationship management 

Incident Management

Incident management is the process of managing and controlling faults and disruptions in the use or implementation of IT services as reported by customers or IT partners. The primary goal of incident management is to restore normal service operation as quickly as possible and minimize the adverse impact on business operations, thus ensuring the maintenance of the best possible quality and availability of levels of service. Normal service operation is defined here as service operation within the limits of the service level agreement. 

The effective management of incidents is a complex process that requires interaction with many other service management functions, most notably service desk, problem management, configuration management, and change management. Because of this complexity and the need for clear communications about an incident, a robust incident taxonomy has been defined to facilitate goals of incident management. The following list provides the key definitions within this taxonomy:

· Incident communication. Communicating to the enterprise the existence of and current status of service-disrupting incidents. 

· Incident control. Ensuring that incidents are resolved as quickly as possible with minimal impact.

· Incident origin determination. Determining the infrastructure component or components that are causing the disruption.

· Incident recording. Ensuring that incidents are recorded as quickly as possible into the appropriate databases and support tools.

· Incident alerting. Communicating to all involved in the incident in order to ensure that action toward resolution is immediate.

· Incident diagnosis. Accurately determining the nature and cause of the incidents.

· Incident classification. Recording the incident and accurately allocating the correct degree of resources required for resolution. 

· Incident investigation. Researching to determine if the incident is unique or has been experienced before. 

· Incident support. Providing support throughout the entire life cycle of the incident in order to resolve the incident as quickly as possible with the least impact to business processes.

· Incident resolution. Resolving the incident as quickly as possible through the effective use of all appropriate tools, processes, and resources available. 

· Incident recovery. Returning the effected environment to stability once the incident has been resolved.

· Incident closure. Effecting proper closure of the incident, ensuring that all pertinent data surrounding the life cycle of the incident is properly discovered and recorded. 

· Incident information management. Properly recording and categorizing incident-related information for future use by all levels and organizations within the enterprise.

Finally, it should be noted that the service desk owns the monitoring, communications, and resolution of all registered incidents. Although specialty groups may be called in to aid in the incident resolution, the service desk maintains ownership of the incident until it has been resolved and closed.

Problem Management

The key goal for problem management is to ensure stability in service solutions by identifying and removing errors in the IT infrastructure. Problem management is responsible for clearly defining the overall support model used, escalation procedures, incident correlation, root cause analysis, problem resolution, and reporting.  

As mentioned in the previous section, problem management is tightly coupled with incident management performed at the service desk level. In order to better understand this interrelationship, it is necessary to understand the differences between incidents, problems, and known errors. The following table lists these key definitions.

	Item
	Definition

	Incident
	Any event that deviates from the expected operation of a system

	Problem
	A condition identified from multiple incidents exhibiting common symptoms, or from a single significant incident, indicative of a single error, for which the cause is unknown

	Known Error
	A condition identified by successful diagnosis of the root cause of a problem when it is confirmed which configuration item is at fault


The following diagram depicts the interrelationship of these items and the resultant connection with the change management SMF discussed earlier.
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Incident, problem, and change management relationship

The supporting quadrant SMFs typically rely heavily on the use of tiered support models. In any given implementation, the number of tiers will vary depending on the system or application being supported. The following table describes a typical tiered support model for a mission-critical application.

	Tier 1
	Service desk. Desktop installation coordination, account setup, usage questions, service restoration, reporting, and so on.  

	Tier 2
	User data services. Many questions and issues with regard to mission-critical applications revolve around data, information accuracy, and reporting. A business unit operations group will often be chartered to support these types of issues but in some cases either tier 3 or tier 1 will own this. 

	Tier 3
	Production support. Group responsible for problem diagnosis, problem management, final resolution, root cause analysis, and upgrades.

	Tier 4
	Application development. Hot fix, quick fix/enhancement, version upgrades, and escalated problem diagnosis. 

	Tier 5
	Supplier(s). Support for escalated problems on supplier-provided hardware and software.


A key area of responsibility in problem management is that of root cause analysis and a proactive response to incident and problem trends before they impact the customer. The best support models in practice today all emphasize the need to avoid problems before they occur. 

With customers demanding four and five 9s (99.99 percent and 99.999 percent) of availability at the application level, the only way to achieve these numbers is to plan, build, deploy, and manage with high availability in mind from the beginning. This means designing and building so the operations groups can identify and react to changing usage patterns before they manifest themselves into support incidents and problems. The availability, capacity, and contingency service management functions all play a key role in this proactive avoidance of support incidents and problems.

Optimizing

The optimizing quadrant includes the service management functions to manage costs while maintaining or improving service levels. This includes review of outages/incidents, examination of cost structures, staff assessments, availability, and performance analysis as well as capacity forecasting. 

The objective of the optimizing quadrant is the optimization of cost, performance, capacity, and availability in the delivery of IT services. In order to accomplish this goal, the current state of the operations environment must be fully understood. If it is, then iterative modification of the current state over time makes it possible to improve service levels, reduce cost, or both. The following diagram illustrates this concept utilizing the MOF process model.
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Simply stated, the optimizing quadrant focuses on decreasing IT costs while maintaining or improving service levels. The operations staff analyzes issues and outages encountered in the operating and supporting quadrants. They also proactively assess operating metrics to anticipate potential future issues or additional capacity to accommodate forecasted increases in user volumes or system load. This capacity may be in the form of servers, networks, databases, processes, or staffing. In addition, staffing levels and cost structures need to be reviewed for optimal performance. 

The result of the service management functions in the optimizing quadrant will include recommendations for change that will lower costs or improve service levels. As these recommendations are formulated, they will utilize the change management function discussed in previous sections. If it is necessary to build, buy, or significantly modify an existing service solution, the operations staff should use the best practices of Microsoft Solutions Framework.

Release Approved Review

The release approved review signifies the formal approval of a proposed change, or set of changes, packaged into a defined release. Following the standard change management processes, this review is designed to highlight and simply structure the key principles of the change management SMF. This review is key to the IT operations environment because it begins the operations investment cycle for deployment of a given release. Money, people, and equipment now begin to be utilized to make the release a reality. 

The goal of the release approved review is to ensure that due diligence is performed in the economic and business justification of proposed changes to the operations environment. This is critical in deciding how best to spend limited IT resources. It also ensures that the operations staff is appropriately represented in the decision-making process for these IT investments both early in the process, and ongoing. The MOF release approved review is the final key step in beginning this process and driving improvements and new business services back into the operations environment, although it is important to note that the changes and investments approved here may likely have been a part of a larger development vision/scope and solution approval process conducted earlier in the IT life cycle. 

For more information on the release approved review, please refer to the resources listed in the reference section of this paper.

The SMFs

Six service management functions are primary in supporting this MOF quadrant. These are:

· Service level management

· Financial management

· Capacity management

· Availability management

· IT service continuity management

· Workforce management

The first five SMFs are based upon the CCTA ITIL and have been extended to include Microsoft-specific practices and additional industry best practices. The sixth SMF is focused on workforce management in concert with the best practices set forth in Microsoft Readiness Framework.  

The following diagram depicts a simplified SMF hierarchy for the optimizing quadrant. As shown, service level management is the overarching SMF that provides guidance for performing each of the remaining SMFs in this quadrant. Financial management provides the middle tier of this SMF architecture by applying a cost-benefit context to the output of each supporting SMF.  
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Service Level Management  

MOF is all about the best practices of IT service delivery, and service level management provides a structured way for consumers and providers of IT services to meaningfully discuss and assess how well a service is being delivered. SLM provides the backdrop from which this interaction between the parties can productively occur. As noted above, SLM is the overarching SMF for the optimizing quadrant and provides context for how each remaining SMF in this quadrant is performed in meeting service level requirements. 

As a result, the primary objective of SLM can be summarized as providing the mechanism to set clear expectations with the customer and user groups around the service being delivered and then how to measure performance against these requirements. Satisfied customers are a result of first setting clear expectations and then meeting those expectations through execution.  

The key activities within SLM include:

· Creating a service catalog

· Identifying service level requirements

· Negotiating service level agreements, including the needs of the following foundational SMFs:

· Service continuity management

· Availability management

· Capacity management

· Workforce management

· Ensuring that service level requirements are met within financial budgets

· Setting accounting policies

· Monitoring and reviewing support services

· Conducting the SLA review 

Finally, the SLA is essentially a contract between the customer and the IT service delivery group. The agreements between internal IT groups are referred to as operational level agreements (OLAs), and agreements with external suppliers and partners are referred to as underpinning contracts. The following diagram depicts this hierarchy of agreements.
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Financial Management

Financial management ensures that any solution proposed by a foundational SMF (service continuity, availability, capacity, workforce) to meet the requirements defined in SLM are justified from a cost and budget standpoint. This is often referred to as a cost-benefit analysis.

Financial management encompasses many of the same accounting principles found in use today across a wide variety of industries. In common practice today, financial management for IT includes budgeting, cost accounting, cost recovery, cost allocations, charge-back models, and revenue accounting. The key aspects of financial management that ITIL and MOF address are its linkage to other service management functions.  

There are obvious links to such other service management functions as configuration, change, release, and availability management. Financial management provides the expense or cost side of the equation for making a business decision with regard to changes in the IT infrastructure, systems, staffing, or processes. Knowing the cost of configuration items and those involved in a given change request is key to making intelligent business decisions. 

Financial management also addresses the revenue or benefits side of the financial equation as well. Historically, IT was largely viewed as merely a cost center, but has progressively moved forward in recent times as a revenue and profit center. ITIL and MOF encourage this view of IT service provision because it encompasses the entire financial picture with regard to defining, analyzing, building, and operating these services. This forms a very sound foundation for strategic business and market planning.

Another important aspect of financial management comes in answering the infamous “why does it cost so much…?” question that customers of IT services inevitably ask. In addition, many corporations today are utilizing cost allocation or charge-back models where business units are funding their own key IT projects. This places more accountability for the business value of IT projects in the hands of those who must justify the expenditure and prove the benefits. The flip side of these models is that they put more pressure on the IT groups to become more efficient and cost effective. With the surge in IT outsourcing, application hosting, and e-commerce, these practices are becoming integral to business operations.

Finally, another key aspect of the financial management SMF addresses system decommissioning or retirement. Far too often, a system or application is deployed and continues to be supported far past its useful life span. It is critical that systems be assessed over time to address questions of not only upgrades and new functionality, but also replacement, outsourcing, or simple retirement. Financial as well as business intelligence must be considered when making these types of assessments.

Capacity Management

Capacity management is the process of planning, sizing, and controlling service solution capacity such that it satisfies user demand within the performance levels set forth in the service level agreement. This requires information about usage scenarios, patterns, and peak load characteristics of the service solution as well as stated performance requirements. Obviously, server and network capacity are key components to overall capacity and, based on the usage scenarios, the IT operations staff can set predetermined thresholds that will indicate when additional capacity is required. Some of the key metrics that the operations staff should monitor include:

· CPU utilization

· Memory utilization 

· Network utilization, throughput, and latency

· Inputs/outputs—for example, reads and writes to disk

· Response times (page rates, database, and so on)

· Availability of components in addition to overall service

· User history and forecasts (number and location)

· Metric thresholds and scale limitations

In addition to system parameters, it’s important to consider staffing levels in capacity planning. As a service solution is required to scale to larger and larger loads, the manual activities associated with the solution may require an increased number of resources to support the increased load. An obvious example of this would be the service or help desk. Increases in user loads will generally increase the number of incidents that must be addressed.  

An often overlooked element of capacity planning is the operational processes themselves. Many times the processes deployed to deliver a service solution are not revisited with increases in user volume until response times somewhere in the process become problematic. Further analysis typically discovers that the process was perhaps adequate for small user volumes but could not scale to support the increased loads. Thus, process “scale” must be examined on a regular basis along with the more traditional system parameters.

Availability Management

The singular goal of availability management is to ensure the customer can use a given IT service at any time. With goals of three to five 9s of availability, this translates into somewhere between 525 and 5 minutes of unplanned downtime on a yearly basis for a 7x24x365 operation. This is a tall order for any operations staff to achieve.

High availability for a service solution begins with the requirements phase of the project. Whether the service solution is an off-the-shelf package, custom application, or outsourced operation, high availability cannot be achieved without a solid technical architecture and systems design. Assuming the service solution has been constructed to achieve high availability requirements, it then becomes necessary to support the service with solid operational processes and skilled people. These latter elements are the key focus of this availability management SMF within MOF.

With the increasing complexity of IT systems and environments, availability management has also become more complex and difficult to measure and deliver. In order to facilitate this description of availability management, here are a few key definitions: 

· Failure. A departure from the expected behavior of an individual computer system, networked system, or component. A failure may or may not impact availability. 

· Reliability. A measure of the time between failures occurring in a system.  

· Availability. A measure of the amount of time a system or component performs its specified function. In other words, can the end user/customer perform the function intended?  

· Maintainability. The ability of a component or an IT service to perform its required functions when maintenance is performed under stated conditions and using prescribed procedures and resources.

Availability is related to, but different from, reliability. Reliability measures how frequently the system fails, while availability measures the percentage of time the system is in its operational state. The common method for calculating availability is to subtract downtime from total time and divide by total time. For example:

(24 hours) x (days in a month) x (# of sites) – (total downtime)
(24 hours) x (days in a month) x (# of sites)

So, the key question is, how do you improve your system’s availability? The only variable in the equation that will affect this is downtime. Take another look at availability in the context of downtime. To do this, determine availability based on two key downtime metrics, the mean time to failure (MTTF) and the mean time to recovery (MTTR). If both the MTTF and the MTTR are known, calculate availability using the following formula:

Availability = MTTF/(MTTF+MTTR)

For example, assume the data center experiences a failure on average every six months and it takes 20 minutes, on average, to return the data center to its operational state. The data center’s availability is:

Availability = 6 months / (6 months + 20 minutes) = 99.992%

The importance of viewing availability from this perspective is the intuitive way in which you can improve the number. Based on this formula, availability can be improved by either increasing the MTTF and/or by decreasing the MTTR. Best practice operations will do both. Note that the MTTF of hardware components is well documented and widely available. The MTTF of software components is not readily available, but through the application of availability management and root cause analysis in particular, these metrics can be collected and utilized to improve overall availability. 

Finally, in looking at likely causes of downtime, the operations and support staffs require accurate configuration data as well as access to the incident and problem records. Changes may result from initiatives to improve service reliability and availability. The availability process manager must then be involved in assessing RFCs to establish the likely effect on reliability and availability, and for reviewing changes implemented for their actual effect on reliability and availability.

IT Service Continuity Management

IT service continuity management, previously known as contingency management, focuses on minimizing the business disruption of mission-critical systems. This process deals with planning to cope with and recover from an IT disaster. An IT disaster is defined as a loss of service for protracted periods, which requires that work be moved to an alternative system in a non-routine way. It also provides guidance on safeguarding the existing systems by the development and introduction of proactive and reactive countermeasures. IT service continuity management also considers what activities need to be performed in the event of a service outage not attributed to a full-blown disaster.  

Many project methodologies will refer to risk management as a critical area of managing a successful project. This is sound best practice, and the MOF model for risk management provides guidance in this area. IT service continuity management builds upon risk management principles and identifies key risks to service provision, assesses the likelihood of occurrence, determines the impacts, defines mitigation measures to reduce the probability of occurrence and/or reduce the impact of the risk condition, and provides contingency plans for business continuity in case the risk event actually occurs.
As noted earlier, MOF promotes highlighting and detailing the recovery procedures as part of the supporting quadrant. These procedures clearly need to be determined within IT service continuity management in accordance with ITIL’s definition of this SMF.

The key goal of IT service continuity management is to minimize business disruption of mission-critical systems. 

Objectives of IT service continuity management include:

· Preventing interruptions to IT services as well as recovering services after an interruption occurs.

· Producing an effective service continuity (contingency) plan. This plan will be utilized in a time of disaster and/or protracted service outage to support the overall business process by ensuring that the required IT technical resources and services facilities can be recovered within the business time-scales that the SLA requires.

Key components of an effective service continuity plan include:

· Identification of the critical services, threats, and vulnerabilities.

· Assessment of the effects and impacts of losing IT services.

· Recommendation and adoption of countermeasures to offset risks.

· Identification of time-scales within which the service(s) must be restarted.

· Identification of cost-justifiable recovery options.

· Clear guidance on invoking and managing the contingency plan.

· Identification of what to expect at the recovery site.

· Testing contingency plans and recovery procedures on a regular basis.

· Training new support and operations staff in procedures.

The following are key issues to consider within IT service continuity management:

· Backup, including off-site storage, of business-critical information

· Alternate operations sites and/or backup facilities capable of running business-critical systems

· Manual backup or alternate business processes that can be performed in the event of major service disruptions

· High-availability best practices for business-critical systems (redundancy, hot/warm/cold standby systems, mirroring, and so on) 

· Clear procedures and communication channels for coordination of activity during execution of a contingency plan; establishment of command central

· Staff training in critical recovery plans

· Policies, procedures, and agreements to facilitate the rapid replacement of critical assets; for example, a line of credit with a supplier to allow for the quick purchase of new equipment 

Ideally, systems are designed to include sufficient levels of resilience, such as diversely rooted networks and geographically distributed servers, so that the design phase of the project addresses many of the requirements for sound IT service continuity planning.  

Note that IT service continuity and availability management have significant overlap, and the CCTA is evaluating whether to fold the IT service continuity SMF under availability management. The logic is that contingency planning and execution are part of ensuring the service solution is available. This section will be updated accordingly, based on the direction that the CCTA and its industry advisors take. 

Workforce Management

Achieving any of the objectives described in this white paper requires an adequately skilled and trained workforce. With current attrition rates and tight resource markets, it is more important than ever to put best practices in place to continuously assess key aspects of the IT workforce and make appropriate investments and changes as necessary. This includes recruiting, skills development, knowledge transfer, competency levels, team building, process improvements, and resource deployment. 

Microsoft Readiness Framework focuses on the skills and certification of individuals as well as the organizational assessment of the IT workforce in the deployment and operation of Microsoft’s products and technologies. Please see the reference section of this document to learn where to get more information on MRF.  

Using the MOF Process and Team Models Together 

Roles Align with Quadrants 

The roles within the MOF team model and their functions in the overall service management life cycle align with the MOF process model by quadrant. The process model quadrants are parallel, not linear, and therefore multiple roles can be and often are involved in each quadrant depending on the team and the system. Each role also can take part in more than one quadrant at the same time if that role is involved in the service management of multiple systems. 

The following diagram shows at a high level how the MOF roles generally align with the four quadrants within the MOF process model.
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MOF team roles and their alignment to the MOF process model

MOF and the IT Infrastructure Library 

A Basis for Best Practices

As noted previously, MOF bases many of the foundational best practices for service level management on the CCTA’s IT Infrastructure Library. 

The IT Infrastructure Library is a set of comprehensive, consistent, and coherent codes of best practice for IT service management. The CCTA developed the library of more than 40 books in the United Kingdom. 
The objective of the CCTA was to promote business effectiveness in the use of information systems. The demand for organizations to reduce costs while maintaining IT services demonstrated a need for a set of standards. Thus, the ITIL concepts of best practices for IT services were developed in collaboration with leading industry experts, consultants, and practitioners.

Each book covers a function of IT service management with cross-references to other books. Although an individual can read each book and implement the function separately, it is more valuable to view each book and function as part of a whole. This approach means that organizations are likely to benefit most from implementing all functions rather than some. 

The most popular and widely referred-to portions of ITIL are the service support and service delivery sets of books.

	Service Support  
	Service Delivery

	Change Management
	Service Level Management

	Configuration Management
	Availability Management

	Release Management
	Capacity Management

	Service Desk
	Financial Management

	Incident Management
	IT Service Continuance

	Problem Management
	


In addition to the 10 core modules, ITIL also offers a significant amount of material focused on teams, staffing, organization, partner, and training issues. These include the following titles: 

· Business and Management Skills 

· Computer Operations Management 

· Customer Liaison

· Help Desk

· Human Factors in the Office Environment

· IT Services Organization

· Managing a Quality Working Environment for IT Users

· Managing Supplier Relationships

· Practices in Small IT Units

· Surviving IT Infrastructure Transition

· Third Party and Single Source Maintenance

More information on ITIL is listed in the reference section of this paper.  

MOF and Microsoft Solutions Framework

How They Work Together

Microsoft Solutions Framework is an established set of best practices for solution development based on the experiences of Microsoft and its partners. MSF and MOF are sibling frameworks that work in concert to ensure the successful planning, construction, deployment, and operation of enterprise solutions.

MSF focuses on the planning, building, and deploying of various types of solutions. These solutions may include an LOB application, an e-commerce Web site, an infrastructure project, messaging solution, and so on. It is important to note that MSF is also recommended when planning, designing, and deploying service management improvement projects such as change management, directory services administration, service desk, service level management, and so on. 

MOF addresses the operations aspects of these solutions. The logical question that follows is how do these two frameworks work together and where does MSF leave off and MOF begin? 

The key to the answer is in recognizing that MSF teams and projects will come and go as dictated by business demand. MOF and the operations team that supports it remain indefinitely and must evolve continuously to meet changing business requirements. 

As a result, the operations staff must be represented from the beginning of an MSF-based project. This is necessary to assure that the solution and its deployment include MOF’s operational requirements, IT standards, staffing, tools, and processes. This also allows for testing and validation by applying MOF to the target solution or environment during the stabilization phase of MSF and results in a smooth transition to the steady-state operation. Please see the Microsoft Operations Framework “Team Model for Operations” white paper for more details on the key roles of the operations staff during an MSF-based solution development project.

While the MSF team tests a given solution, the MOF team operates the pilot test environment as if it were the final production environment, resulting not only in a test of the solution itself, but of the operational staff, tools, and processes. Typically, the production support role within MOF represents the operations interests on the MSF team. However, under certain circumstances it might be more appropriate to have one of the other MOF roles be the key representative. This should be driven by the specific nature of the MSF solution under construction.

More often, an operations group and set of processes and procedures will already exist at the time an MSF-based team is formed. As part of the solutions development, the standard operational items in MOF should be introduced early and evaluated throughout the MSF life cycle just like the other solution requirements being addressed. This is necessary to ensure that MOF processes, procedures, staffing, infrastructure, and tools are modified or adapted to best address the needs of the target solution. This flexibility ensures that the required service levels can be satisfied in the most cost-efficient manner possible.

The release approved and release readiness reviews provide a mechanism to manage the key integration between MSF and MOF. Through these reviews, the build and operations teams work in concert from the moment the release is approved all the way through development and final release to the production environment. Specifically, the release approved review ensures that all operational attributes are included in the initial cost-benefit analysis, including the resultant requirements list for the release, and the release readiness review validates that these attributes have been correctly incorporated into the release.

Service Management Process Owners

A Single Point of Accountability

An interesting phenomenon with regard to service level management is the strain it places on an organization from the simple fact that it is cross-functional in nature. The old silo management approach that was common in the mainframe environment does not perform well in today’s highly distributed and complex IT environments. The best providers of IT service solutions today are those who have figured out that the definition and implementation of effective processes are as important as the technology itself.  

Unfortunately, many organizations today develop their service level processes as a result of severe team burnout or even outright company survival. As the pain level increases with regard to a service management function, the organization begins to look at how it is performing the function and why there are so many problems. The typical entry points for this are the service desk and issues with availability. 

The key lesson here for members of the IT management staff is that if they are in the business of IT operations, they are performing service level management right now. It may be poorly executed, not written down, and difficult on the staff, but they are in the business of SLM. The key to success is breaking out of the ad-hoc nature of service provision and engineering the processes needed to be successful. MOF provides a planned, more structured, and less exhausting approach to engineering service level functions in a manner based on industry best practice.  

Structuring the Organization

The concept of process owners is not new. It has been heavily utilized in the discrete and process manufacturing industries for some time. It also has been applied to IT processes and more recently in service level management. The concept is this: Structure the IT organization around the process owners of each service management function. The process owners are responsible, accountable, and have the proper authority to implement and manage their respective SMF. 

This is similar to the team model, in which the number of people performing each role varies widely. In smaller operations-management organizations, one person often performs multiple roles to get the job done. In larger IT organizations, however, entire function teams may be allocated to perform a single, specific functional or procedural role. 

As companies evolve into virtual enterprises and geographically disparate teams dependent on numerous partners for daily operational support, the functional roles in the operations teams will include dedicated process owners, such as availability management and change management. This is also a way to weave in the dedicated process ownership concepts described in ITIL while combining them with tactical and technology-specific function teams. The process and functional combinations result in virtual process teams—in other words, cooperating groups of people from internal and external resource pools that get the work done collectively. 

As with many things, this task is much easier said than done. Successfully achieving what will amount to a re-engineering effort requires strong executive sponsorship and, perhaps more importantly, active participation by the CIO and staff. It is also not as simple as having the six to 10 process owners work for the CIO on the assumption that it means the organization is complete and everything will run efficiently. This section of the white paper is not about organizational design, but rather about building awareness that the organization requires process owners and in some cases these positions will report to a CIO and in others they will not. 

Where to Start? 

Start Anywhere, Go Anywhere

Microsoft Operations Framework supports the concept of literally starting anywhere within an operations environment and branching out into other areas. This is the value of utilizing a framework to help categorize and understand the elements involved in IT operations and service management. However, problem areas exist within this domain. These areas are help desk and availability. IT operations groups list these as the two major areas of “pain” within their organizations. 

Because of this, help desk and availability management are common places for many companies to begin their operational improvement projects. However, it is important to recognize that addressing the symptoms of a problem does not eliminate the root causes. It is common and acceptable to begin by treating the symptoms to gain relief for a specific issue. However, the team must find and correct the root cause to achieve any long-term relief to the problem.

Minimizing Cost and Bureaucracy

Implementing a fully functioning operations center based on service management may initially sound costly and bureaucratic. Reading this white paper about all the processes and procedures required in a “best practices” IT environment based on MOF, or any service management-centered framework, may result in concern that simple changes to an IT environment will be very complicated. If MOF is implemented properly, however, bureaucracy can be kept to a minimum and the cost of implementing IT service management will be much less than the cost of not doing it. In the case of outsourcing and application hosting, getting this right will mean the difference between a thriving business and a failed attempt.  

Many critical success factors exist in the successful implementation of IT service management. This paper has addressed many of these. But perhaps the guiding principle to remember when embarking on improvement projects around this subject is the need to evaluate the value of each process and procedure being considered or implemented. 

Evaluate the value to the business against the risk associated with failure or non-conformance. The lack of adequate change control in many production environments exists because the need for rapid change is believed to outweigh the need for managing a stable environment. This tends to change quickly when even minor changes to the target environment result in business outages. Processes and procedures should be kept simple and straightforward. Don’t over-engineer them; they exist to support a business function, not for the sake of the process itself. 
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