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Abstract

This white paper is one of a series about Microsoft® Operations Framework (MOF). For a complete list of these publications, please see the MOF Web site at http://www.microsoft.com/business/services/mcsmof.asp.

This white paper highlights MOF’s origin and design goals, and then summarizes its process model, team model, and risk model. This provides a foundation for understanding the in-depth information provided by the other MOF papers.   

Introduction

MOF and Enterprise Services

Microsoft Operations Framework (MOF) is a collection of best practices, principles, and models. It provides comprehensive technical guidance for achieving mission-critical production system reliability, availability, supportability, and manageability for solutions and services built on Microsoft’s products and technologies.

MOF is one of the three frameworks that form the Microsoft® Enterprise Services (ES) frameworks. Each ES framework targets a different, but integral, phase in the information technology (IT) life cycle. Each framework provides useful and detailed information on the people, processes, and technologies required to successfully execute within its respective area. The other two ES frameworks are Microsoft Readiness Framework (MRF) and Microsoft Solutions Framework (MSF). The following diagram depicts how each of the frameworks fits into Enterprise Services.  
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Enterprise Services frameworks and the IT life cycle

Planning 

Although not currently a dedicated Enterprise Services framework, this phase is covered by Microsoft Business Value Services, which provide tools to assess and plan the IT infrastructure, prioritize projects, and make a compelling business case for undertaking an IT project. 

Preparing 

Microsoft Readiness Framework helps IT organizations develop individual and organizational readiness to use Microsoft’s products and technologies. 

Building and Deploying 

Microsoft Solutions Framework provides guidance in the planning, building, and deploying phases of a project. 

Operating 

Microsoft Operations Framework provides guidance for managing production systems within today’s complex distributed IT environment. 

MOF and ITIL

Current industry best practice for IT service management has been well documented within the Central Computer and Telecommunications Agency’s (CCTA) IT Infrastructure Library (ITIL). 

The CCTA is a United Kingdom government executive agency chartered with development of best practice advice and guidance on the use of information technology in service management and operations. 
To accomplish this, the CCTA charters projects with leading IT companies from around the world to document and validate best practices in the disciplines of IT service management. ITIL currently includes more than 40 books. Each is devoted to a function of IT service management, and is cross-referenced with the other books.

MOF combines these collaborative industry standards with specific guidelines for using Microsoft products and technologies. MOF also extends the ITIL code of practice to support distributed IT environments and industry trends such as application hosting and Web-based transactional and e-commerce systems.

Design Considerations

MOF has been designed to meet these goals: 

· Use ideas that have been proven in action.

· Leverage industry best practice.

· Provide extensible foundation for operations knowledge.

· Address people, process, and technology.

· Incorporate input from customers, partners, Microsoft ITG, and Microsoft product and service organizations.

· Increase IT’s agility so that the business can rapidly adjust to changing conditions.

· Integrate with frameworks that manage other parts of the IT life cycle, such as planning and deployment.

· Support managing end-to-end services, including processes and procedures, rather than just managing servers and technology.

Each of the three models has guiding principles as well, as explained in the following sections.

MOF Models

MOF is composed of three models:

· The process model

· The team model

· The risk model

These provide guidance about people, process, and risk management in IT service management. Each focuses on enabling technologies and best practices for achieving high systems availability, reliability, supportability, and manageability on the Microsoft platform. They also provide guidance on interoperability with other technology platforms.  

The MOF Process Model

Overview

The process model for operations is a functional model of the processes that operations teams perform to manage and maintain IT services. As such, it provides a simplified, generalized way to think about complex IT environments.

Origin

The process model is based on the best practices documented by the CCTA in its IT Infrastructure Library. 

The process model assumes that the operations group’s main responsibility is managing change in the IT infrastructure. The most effective way to deal with change throughout the lifespan of a service is to group related changes together into a series of releases, each of which can be planned and managed as a unit. The MOF process model describes a life cycle that can be applied to any release, and it describes the processes or activities that make up each part of that life cycle. 

Guiding Principles

The MOF process model is based on four guiding principles: 

· Structured architecture. The MOF process model is an architecture that structures all operational activities needed for mission-critical computing, so that they are better able to deal with the increasingly complex environment. 

· Rapid life cycle, iterative improvement. The rate of change for IT operations continues to accelerate. This demand for change is in direct response to the needs of business to adapt and innovate to stay competitive. As a result, MOF has incorporated the concept of an iterative life cycle that supports both the ability to incorporate change quickly and to continuously assess and improve the overall operations environment.    

· Review-driven management. The process model includes reviews at key points in the life cycle in which the team evaluates performance for release-based activities as well as steady state, or daily operational activities. These major reviews let upper management get involved when their input is most needed.

· Embedded risk management. IT operations today is more important and more complex than ever before, and failures in operations are more visible to the worldwide customers and users of IT. This means risk management in operations is crucial to ensure that operations does not fail the business.
Terminology

To discuss the process model in more detail, it helps to establish some specialized terminology, much of which is based on the existing ITIL terminology:
· Service solutions. The capabilities that IT provides to the company. Examples include messaging, line-of-business applications, data storage, and printing.

· Release. A group of changes that the operations team introduces as a unit into the production environment. Each release has its own life cycle, and the end of one release typically marks the beginning of the next release.

· IT service management. The concept of applying a structured set of processes to ensure the quality of mission-critical IT services to meet levels of services agreed to with the customer. 
· Service management functions (SMFs). Twenty-one processes that are common to most service solutions, and that happen during each release. Examples include capacity management, change management, service desk, and security management. Each SMF provides consistent policies, procedures, standards, and best practices that can be applied across the entire suite of service solutions found in today’s IT environments.

· Mission of service. SMFs fall into four categories, each defined by a mission of service. For example, the change management, configuration management, and release management SMFs support the mission of service of “identify, approve, control, and release changes into the IT environment.”

· Quadrants. The shorthand name for the SMFs that share a mission of service: changing, operating, supporting, and optimizing. Each quadrant contains several SMFs. 

· Reviews. Each quadrant ends with a review during which the team evaluates the effectiveness of that quadrant’s SMFs. 

The MOF process model describes a life cycle that can be applied to releases of any size, relating to any service solution. The following diagram illustrates the life cycle, including the four quadrants and the four reviews.
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The MOF process model

The following table lists the mission of service and the review for each quadrant.

	Quadrant
	Mission of Service
	Review

	Changing
	Introduce new service solutions, technologies, systems, applications, hardware, and processes 
	Release readiness 

	Operating
	Execute day-to-day tasks effectively and efficiently
	Operations 

	Supporting
	Resolve incidents, problems, and inquiries quickly
	Service level agreement 

	Optimizing
	Drive changes to optimize cost, performance, capacity, and availability in the delivery of IT services
	Release approved 


Two of the reviews are driven by the release schedule. The release approved review happens before releasing a change into the target environment, and the release readiness review happens at the release’s final installation. Operations reviews and service level agreement (SLA) reviews occur at regular intervals after the introduction of a release, to assess the internal operations and performance against customer service levels.

Many of the MOF SMFs are based upon the CCTA’s IT Infrastructure Library. The notable exceptions are workforce management (in the optimizing quadrant) and all SMFs in the operating quadrant. Because ITIL is platform independent, it does not cover these items.  

As a result, the operating quadrant is where MOF will provide the majority of the operation’s guidance specific to Microsoft products and technologies. In addition, due to the focus applied to IT operations by Microsoft, many products are now incorporating features and functions directly targeted at making them more supportable, reliable, and manageable. Where applicable, MOF is extending the foundational IT SMFs of ITIL with specific references to Microsoft products and features that either automate or improve the delivery of the SMF.  

These IT SMFs are best practices and will require customization to address unique or specific requirements of a particular operations environment. 

Detailing the Quadrants

This section explains how the four quadrants of the MOF process model are linked in a spiral release life cycle. This explanation assumes a release has been approved, developed, and is ready for deployment into a production environment. There are many points in the IT life cycle that could conceptually begin this explanation, but it is most intuitive to start here.

Changing 

This quadrant follows a release approved review: the final review before a proposed change is released into the target environment. That review covers items such as the readiness of the release itself, the readiness of the staff, and potential impacts on other systems. If the release passes this review, then the following SMFs perform the release:

· Change management. Identifies all affected systems and processes before the change is implemented in order to mitigate or eliminate any adverse effects.

· Configuration management. Identifies, records, tracks, and reports on key IT components or assets.

· Release management. Facilitates the introduction of software and hardware releases, and ensures they are planned, tested, and implemented. Works closely with the change and configuration management processes to ensure that the shared configuration management database (CMDB) is up to date. 

When the release is complete, the release readiness review evaluates the SMFs’ effectiveness.

Operating 

Assuming a successful deployment, the release is now operational. The following SMFs then begin the daily activities to run the system: 

· Security administration. Responsible for maintaining a safe computing environment by developing, implementing, and managing security controls.

· System administration. Responsible for day-to-day tasks of keeping enterprise systems running, and for assessing the impact of planned releases. 

· Network administration. Responsible for the design and maintenance of the physical components that make up the organization’s network, such as servers, routers, switches, and firewalls.

· Service monitoring and control. Observes the health of an IT service, and acts when necessary to maintain compliance.

· Directory services administration. Responsible for day-to-day operations, maintenance, and support of the enterprise directory.

· Storage management. Deals with on-site and off-site data storage for the purposes of data restoration and historical archiving, and ensures the physical security of backups and archives.

· Job scheduling. Assigns batch processing tasks at different times to maximize the use of system resources while not compromising business and system functions.

· Print/output management. Manages the costs and resources associated with business output, and ensures security of sensitive output.
The operations review happens periodically. It is an inwardly focused review of the IT staff’s ability to maintain a given service, and to document its experience in a “knowledge base.”

Supporting 

Problems and issues inevitably arise after daily operations begin. The objective of the following SMFs is the timely resolution of incidents, problems, and inquiries for end users:  

· Service desk. Provides first-line support to the user community for problems associated with the use of IT services.

· Incident management. Manages the entire course of problem solving for all incidents that occur.

· Problem management. Investigates and resolves the root causes of faults and disruptions that affect large customer populations.

The SLA review happens periodically and evaluates the staff’s ability to meet the service level requirements defined in the service level agreement. The staff takes corrective action to address those areas that fail the review and/or negotiates changes in the service levels agreements. In addition, the incident management and problem resolution processes drive changes to specific operational processes, tools, and procedures.  

Optimizing 

The SMFs in the operating quadrant have started running the system, and those of the supporting quadrant are resolving day-to-day issues. The SMFs in the optimizing quadrant take a longer view, evaluating current performance and forecasting needs one to six months in the future. Accordingly, ITIL categorizes the SMFs in the other quadrants as operational, and categorizes the SMFs of the optimizing quadrant as tactical:

· Service level management. Manages the quality of IT services by negotiating, monitoring, and maintaining service level agreements between the IT service provider and its customers.  

· Capacity management. Plans, sizes, and controls service solution capacity to satisfy user demand within the performance levels stated in the service level agreement.

· Availability management. Describes, manages, directs, and proactively maintains the availability of information and services at a reasonable cost and in accordance with agreed quality levels.

· Financial management. Manages monetary resources to support organizational goals. Financial management may include cost accounting, budgeting, project investment appraisals, and in some organizations, cost recovery.

· Workforce management. Recommends best practices to recruit, retain, maintain, and motivate the IT workforce.

· Service continuity management. Previously known as contingency planning, this SMF plans to cope with, and recover from, an IT disaster.

These SMFs define changes (a new release) that will reduce costs while maintaining or improving service levels. The release approved review is the final review for those proposed changes. After that review, a new cycle begins with the SMFs of the changing quadrant.

Summary

The following diagram illustrates the release life cycle, including the four quadrants, the four reviews, and the 20 SMFs.
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MOF process model and SMFs

The MOF Team Model

Overview

Mission-critical systems are complex. So are the activities required to keep them up and running, as illustrated in the SMFs of the process model. Performing those activities and processes requires people on the operations team to be well organized and coordinated, but the complexity of the work makes this hard to accomplish. The MOF team model is a useful tool that simplifies the view of team roles and helps management focus on organizing people effectively.

The MOF team model does this with guidelines for IT service management based on a set of quality goals found in successful IT operations organizations of all sizes. 

The MOF team model describes:

· Best practice role clusters to structure operations teams. 

· The key activities and competencies of each role cluster.

· How to scale the teams for different sizes and types of organizations.

· Which roles can be effectively combined.

· Guiding principles that help run and operate distributed computing environments on the Microsoft platform. 

· How the MOF team relates to the other ES team models. 

Origin

Microsoft created the MOF team model by using lessons learned through the evolution of MSF, building on top of ITIL’s best practice for organizational structure and process ownership, and by modeling the critical success factors used by partners, customers, and Microsoft’s internal corporate IT groups.

An important aspect of the MOF team model is its applicability to distributed teams managing distributed systems. Process management was easy to centralize when the computing environment itself was centralized, because team members generally belonged to the same company and worked in the same building. However, today’s teams that manage distributed computing are often spread over geographic boundaries, time zones, and companies. This makes centralized ownership of processes more difficult, and often requires a new way to structure operations teams. The best practices in MOF and ITIL can help the IT groups deal with the shift toward shared responsibility.

Guiding Principles 

Building successful, efficient operations teams requires more than just role and responsibility descriptions. It also requires shared principles that instill a sense of cultural values and set guidelines for how the team should function. The five primary principles and guidelines for the MOF team model are:

· To provide great customer service. 

· To understand the business priorities and enable IT to add business value.

· To build strong, synergistic virtual teams. 

· To leverage IT automation and knowledge management tools. 

· To attract, develop, and retain strong IT operations staff. 

Team Role Clusters

The MOF team model is based on the experience that an operations team must achieve a number of key quality goals to be successful. The role clusters of the team model define six general categories of activities and processes. The processes within a role cluster all support the same quality goal. It is important to recognize that the role clusters are groups of activities that share a common goal. They are not job descriptions, and they do not imply any kind of organizational chart.

The number of people performing each role will vary widely. In larger IT organizations, entire function teams may be allocated to perform a single process within a single role. For example, a dozen people might be dedicated to performing database administration—one of several processes within the operations role. Those dozen people might be part of a virtual process team led by a process owner, but spanning several countries and time zones.

In smaller organizations it may be necessary to combine roles. For example, one person at a small branch office might be responsible for all processes within both the security role and the infrastructure role.

The following diagram maps the six role clusters to possible function teams in a typical operations organization. The rest of this section covers the six role clusters in more detail.
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Communications is shown at the center of the MOF team model—and all Microsoft Enterprise Services framework models—by design. Effective, accurate, and timely communications are important for all roles. It is especially important for the support role, which requires clear communications to provide customers with high-quality service.

Release

The operations team must identify existing resources and track them at a detailed level, document processes clearly, and maintain a history of changes. To meet this goal, the release role cluster typically tracks changes and lessons learned in a corporate knowledge base, and tracks inventory and changes in a configuration management database. Also, this role cluster is the primary liaison between the project development team and the operations groups, and it includes the ITIL disciplines of configuration management and software control and distribution.

Infrastructure

Effective IT operations must clearly define physical environment standards, manage physical assets, maintain the IT infrastructure, and oversee the architecture’s evolution. The infrastructure role cluster is primarily responsible for these tasks. The infrastructure role cluster meets these goals by selecting and managing the building blocks upon which the end-to-end services depend, and by managing common or shared data. It also helps coordinate building and office moves, expansions and acquisitions, and physical environment changes such as wiring, lab space, and user connectivity.

Support

It is more important than ever for IT operations groups to have a true “service culture” because users of technology systems are more technologically savvy themselves and have higher expectations of systems and the people who support them. A successful team ensures that it sets and meets high standards of support for internal and external customers, and this is the responsibility of the support role cluster.

Operations

Operations teams must ensure that daily, routine tasks are performed reliably. The operations role cluster meets this goal with skilled specialists who focus on technology areas and production systems, such as messaging, system administration, telecommunications, networking, and database administration. Other duties include scheduled and repeatable processes such as data backup, archiving and storage, output management, system monitoring and event log management, and file and print server management.

Partner

Providing IT services increasingly requires partnering with other businesses. Defining and managing those partnerships in a mutually beneficial and cost-effective way is crucial for the success of all involved, and it is the responsibility of the partner role. The partner role cluster includes both the internal manager responsible for the relationships with external parties, and those parties themselves.

Security

This role cluster’s primary goals are ensuring data confidentially, data integrity, and data availability. Specialists in the security role cluster meet these goals using technology, but also by influencing business policies, such as defining exit procedures to follow when an employee leaves the company.

Relating the Process and Team Models

The team role clusters generally align with the four process quadrants of the MOF process model, as shown in the following diagram. Note that multiple roles may be involved in a single quadrant, and a single role (such as supplier or security) may be involved in multiple quadrants. 
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MOF team roles and their alignment to the MOF process model

The MOF Risk Model

Overview 

Benefits

The risk model for operations applies proven risk management techniques to the problems that operations staff face every day. There are many models, frameworks, and processes for managing risks. They’re all about planning for an uncertain future, and the risk model for operations is no exception. However, it offers greater value than many others through its key principles, a customized terminology, a structured and repeatable five-step process, and integration into a larger operations framework. 

Origin

The risk model for operations was developed in response to customer requests for a framework to help organizations manage risk while running their businesses on the Microsoft platform. Microsoft Solutions Framework defined a widely applicable risk model whose description is customized to address risk management during projects, especially software development and deployment projects. The risk model for operations is based on the MSF risk model, with extensions and customizations to address the needs of operations groups. 

Guiding Principles 

The risk model for operations advocates these principles for successful risk management in operations:

· Assess risks continuously. This means the team never stops searching for new risks, and it means that existing risks are periodically reevaluated. 

· Integrate risk management into every role and every function. At a high level, this means that every IT role shares part of the responsibility for managing risk, and every IT process is designed with risk management in mind. 

· Treat risk identification positively. For risk management to succeed, team members must be willing to identify risk without fear of retribution or criticism. 

· Use risk-based scheduling. Maintaining an environment often means making changes in a sequence, and where possible the team should make the riskiest changes first to avoid wasting time and resources on changes that can’t be released. 

· Establish an acceptable level of formality. Success requires a process that the team understands and uses. 

These principles are summarized in the word proactive. A team that practices proactive risk management acknowledges that risk is a normal part of operations, and instead of fearing it the team views it as an opportunity to safeguard the future. Team members demonstrate a proactive mindset by adopting a visible, measurable, repeatable, continuous process through which they objectively evaluate risks and opportunities, and take action that addresses risks’ causes as well as symptoms. 

Risk Management Process

The following diagram illustrates the five steps of the risk management process: identify, analyze, plan, track, and control. It is important to understand that each risk goes through all of these steps at least once, and often cycles through numerous times. Also, each risk has its own timeline, so multiple risks might be in each step at any point in time.
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The proactive risk management process

The risk process includes the following lists of risks:

· Risk assessment document. The first three steps gather information about a particular risk and add it to the risk assessment document. The last two steps draw on this document to support decision making.

· Top risks list. This identifies the small number of major risks that are most deserving of the team’s limited time and resources.

· Retired risks list. Whenever a risk becomes irrelevant, it is moved from the master risk list to the retired risks list. This list serves as a historical reference from which the team can draw in the future.

The five steps in the process are as follows:

· Step 1: identify. Determine the source of risk, mode of failure, condition, operational consequence, and business consequence.

· Step 2: analyze. Determine the risk’s probability and impact, and use these to calculate an exposure value to help rank risks against each other.

· Step 3: plan. Define mitigations that avoid the risk entirely, transfer it to another party, or reduce the impact or probability or both. Define contingencies to execute if the risk occurs. Define triggers that indicate the risk is about to occur. 

· Step 4: track. Gather information about how various elements of the risk are changing over time.

· Step 5: control. Execute a planned reaction to certain changes. For example, if a trigger value becomes true, execute the contingency plan. If a risk is no longer relevant, retire it. If the impact has changed, restart the cycle at the analyze step to reevaluate the impact.

Example

Suppose someone acting in the operations role, and doing availability management for the company’s messaging service, realizes that staff cuts resulting from a merger would prevent the group from meeting its requirements. 

	Risk component
	Statement

	Source of risk: 
	Technology (the other options are people, process, and external).

	Mode of failure: 
	Performance (the other options are cost, agility, and security).

	Condition: If the future turns out this way …
	The e-commerce Web server’s sole power supply fails. 

	Operations consequence: … then operations will be hurt in this manner …
	Purchase a new power supply; a technician puts other work on hold to install the new power supply.

	Business consequence: … and the business as a whole will be hurt in this manner …
	Customers are unable to use the site, lowering their impression of the company. Some permanently switch to a competitor’s site. 

	Probability: The likelihood of the condition is …
	.001 (1 in 1,000) per month for the first three years of service.

	Impact: The impact if the business consequence would be…
	Assuming a scale of 1 to 10, with 1 being the lowest, the business consequence for this company is estimated at 8.

	Exposure: Probability multiplied by impact equals…
	.008

	Mitigation: Prior to the condition occurring, we’ll try to reduce the impact and/or probability by … 
	Reduce probability by running diagnostics and replacing an old power supply before it fails. Reduce impact of a single power supply failure by switching to a server with redundant power supplies, and by keeping spares on hand to minimize downtime.

	Trigger: If the condition is imminent (but hasn’t yet occurred) we’ll know because this happens…
	The condition is considered imminent if periodic diagnostics indicate a downward trend of reliability that reaches a certain threshold. Automated monitoring utilities will indicate when actual failure occurs. 

	Contingency: If we’re unable to prevent the condition, we’ll respond to the trigger in this way …
	Immediately replace the power supply with a spare. If none is available, take down a server supporting a lower-priority service, and install its power supply in the e-commerce Web server.


MOF and Microsoft Solutions Framework

How They Work Together

An IT solution typically involves two IT teams. A project team is assembled for a limited time to plan, build, and deploy the solution. MSF is designed to guide this project team. In contrast, the operations team is permanent and is responsible for the solution’s daily operations and future evolution. MOF is designed to guide the operations team. The two frameworks must intersect from the beginning to ensure that the project team’s solution can be operated after deployment.

MSF has six roles, including one for logistics. Someone from the operations team, typically in the MOF support role, is a member of the MSF team in its logistics role. That person or persons represent the interests of the operations team throughout MSF’s solution development cycle, but especially during the release approved review. Also, the project team tests the solution during the MSF stabilization phase, during which the operations team operates the pilot test environment. 

Where to Start?

Start Anywhere, Go Anywhere

An IT organization can begin applying MOF anywhere in the environment and then branch out into other areas. However, the help desk and availability groups are often most in need of MOF’s best practice guidance, so they are the most common places to start. 

Additional Information

Courses

For course availability, see  http://www.microsoft.com/business/services/mcsmof.asp . 

Books

The following book is recommended for additional information about the concepts in this white paper:  

IT Service Management, IT Service Management Forum/CCTA, ITIMF Ltd., 1995.

Web Sites

For more information on Microsoft’s enterprise frameworks and offerings, see: 

·  http://www.microsoft.com/business/services/mcsmsf.asp 
· http://www.microsoft.com/es/
For more information on ITIL, see 
" 

http://www.itil.co.uk/


For more information on the Help Desk Institute, see http://www.helpdeskinst.com/ .
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Example of function teams within ops team model roles
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Security Administration

Storage Management

Job Scheduling

Print and Output Management

Service Level Management

Capacity Management

Availability Management

Financial Management

Workforce Management

Service Continuity Mgt

Change Management

Configuration Management

Release Management

Service Desk

Incident Management

Problem Management



Release 

Readiness 

Review

Release Approved

Review

SLA

Review

Operations

Review

Changing

Operating

Supporting

Optimizing

Release Role

Operations Role

Security Role

Support Role

Partner Role

Infrastructure Role

Security Role

Partner Role

Support Role
















